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Employee monitoring  
during the COVID-19 pandemic
The COVID-19 pandemic has resulted in some employers seeking to introduce  
electronic staff monitoring as staff are working remotely during  
the lockdown.

Various laws impact the implementation of such monitoring, including 
employment and human rights law and in particular data  
protection law.
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How does data protection law apply to electronic monitoring  
of staff?

Electronic forms of workplace surveillance involve processing of personal data and are regulated by the  
General Data Protection Regulation (GDPR) and Data Protection Act 2018. An employer would therefore need 
to comply in full with its data protection obligations in relation to such monitoring. 

Some key steps for employers include:

• Internal reviews being conducted, such as a data protection impact assessment.

• External communication such as providing employees with the required privacy information.

• Looking carefully at the actual type of monitoring and making sure it is proportionate and in accordance 
with the requirements of GDPR.

 

What happens if employers get this wrong?

Any problems arising from monitoring could result in risks to an employer’s reputation, complaints made 
to the UK’s data protection regulator – the ICO – from staff who are concerned that their employer has 
breached their data protection obligations and employment law claims of breach of contract, discrimination 
and constructive unfair dismissal.
 
The ICO has the power to investigate and impose significant penalties, including heavy fines, to businesses 
who are in breach of the GDPR.
 
It is therefore very important for employers to make sure that any staff monitoring is carried out in 
compliance with data protection and other laws in order to avoid both regulatory action and complaints  
from staff. 

For more information please feel free to contact us.
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